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(57) Abstract 

A data transmitting/receiving method ensuring 
a high security enhanced by control key update and a 
high transmission/reception efficiency enhanced by 
reducing the numbers of authentications and key 
exchanges. An STB (1) transmits encrypted digital 
data (Kw(D)) encrypted from digital data (D) using a 
work key (Kw) and an encrypted work key (Kc(Kw)) 
encrypted from the work key (Kw) using a control key 
(Kc), regularly or irregularly updates the control key 
(Kc), and imparts an identifier (L) for identifying the 
control key (Kc) to every control key (Kc). A VTR 
apparatus (2) decrypts the received control key 
(Kc(Kw)) with the control key (Kc) obtained by 
performing authentication and key exchange with the 
STB1, decrypts the received work key (Kw(D)) with 
the control key (Kc(Kw)), obtains the digital data (D), 
refers to the transmitted identifier (L) when it resumes 
the reception after the reception is suspended, judges 
whether or not the control key (Kc) is updated while 
the reception is suspended, performs authentication 
and key exchange again if the control key (Kc) is 
judged to be updated, and thus obtains the updated 
control key (Kc). 
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D- I/F 1 4:fe*«fcTJ<2 4£^LTfr*>ft5tfS* KT^I^t^t, ^ 
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S/^S 8(Ciitf {^Ty-?§ 18, S 1 9) o ^7->/S 4 (eiiifi, f^SU 
-P!Sf&#!§: 2 5 J; t> , Sf&fflflKEE • «i^tfe#© 2 3 f±, i§{f$JfSfIE 

^t5=>yhD-/^-Kc^Af L (^f-7 7'S4) N ^TfiHl 2 £ |S] 

^tttT^iX-f 1 , il%^2 2ll Sfi^WfMt-ttffiUTV^, tetter 

v^Li:»itt5KcS:ffl^T, m-^it^—^^—Kc (Kw) znmisT 

i^3*5IIB£^U ^la-Cfiii^-CKc [1] HKc [2] (dMfr$iX7tw 
r<!:£, _hl«l#*PPM\ »®J : f-S3R#®2 7 IRSiJ^jJIfS^ 1 6 {est L 
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/u=5r— K c WHfcrtgKXfS&WIB ^tctcsb, ^co^ £ £ri&SiJ^?-L (Dilate J; 
Kc^3E#r£ixTi^ftv^-c\ «t SrBKJSiJ J F-L^fS{c:«t »9fiftl&L, & 

&m\t^xm&nftm&mM'tzz. i><D-?$>z> 0 
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f±s VTRgi2^ SKBU^I^M*^ 7£M*&*.TV>#^:: «t , S T B 1 CD 

=5r— KwCDHSPrSrfTfcfSC^r. *J«tU«, S T B 1 COHsSUT-^f 1 6 ^ 
-5 d h "Cfc -So 

. 3E£r£fifc&iX7i:!7 — *3r— KwlC^^i-^Bf ^17 — ^= 3 r— K c (Kw) 

J!fc|;: % ^v'^^AIddo^T, STB — ^Bf-^bLTii'ff U VT 

6, [217 £fflVNTlfcWt-<5 0 

Si*. ii*<7>jJSSm B#CQ#MI£rH 6 ^ffl^-Cf^PJ-r5o [116(2, #3gl3Btf> 
&2<DmM<D5&WziStfZ>7 i — ^it^fi^^AlCJio^T, STB 1 i&S^— 
* &B*-fHfc LTigfg U V T R^W 2 ^Sff f^tlfcf-^ L ttffl 

lC0»(7)^^fCi3VNTf^BJL7 t cll2O^7 i 2 /-7 P S 1 ~ S 1 5 £Hft5,£l± 
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, ^s/^S 7 icfc^T, mn fftfSl 2m%^<k9 — Kc (Kw 

s'j^-i^^^ 2 5 i>k bfc l ^mm^mm^^ 2 6 9 , mm & 

{±, VTR^ffi2WJ^-6^^^^^^Stt : fTt5-f , STBld^©f-^© 

-^^-kc (Kw) *mmr^fk2 2— ^it^iic, i^s'j^m^i 

6 ?&s % K c (c^te L SrBBW^SBfltt^S 2 5 ^m\m Lt<5© 

"C Ufy^S6 6) . m&frV&Wt^WL 2 5 (4, i£ft £*LT # L i . 

, S6 8) „ Mfc»J^K»^®2 50t^icj; «3 , g 

{messe • 2 3 ii, mmmm • ii^m^fg 1 3 tmm. • 
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Vg^iky — V*— Kc (Kw) Zfimi^X, 9-^^-Kw^|%f5 

;fcllifetf>7£l!&(£:ioV'»-cwt, s t b i cdh# -E-ft^js: i lasn^hn — 

^Ifiltt, B#W«>iSifiS:*L, — ISi^^fi, STB /O^t 2 — ^'fjli^&'iil'flli c f , "C 

V>5$5ffl£7j*U *imi^T'Kc [1] Ti^bKc [2] (C^ff^tLfcC 
£Sr*LTV^S 0 3~ 5l8:g<Z>?&{2, *(d:fe3tt5 VT Ril^Sf # 
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kw) &msi7t^fk2 2^Mt^iic, m^mm^wn 6#, amsti 

^1©VTR 3S«tt , Sff iZ&iB TO tf* ft fc £ Iff) 

t75MtrB#0^(z|MiE • 2gfrr -5 «fcv\, ^— ;* 2«VTRgf 

Kc 7i*K&r£ixTv^v^-c% £ SrWfcSiJ^f-L©^^ «t 9 U gfc 

oj&mz.&tfz?— zm^mi/^j*^ tr—*3<Dm-£-iz^ u&miat^ 
&tev^m^izi6\,^x b . mm. ■ m^^mnm^mtb-t^. ^iaot 
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flMb'.fctfT*— *gfiggf± % _bi£Lfc#l *5j;^2c^^(D^(CjoV^T 

les^© s tb d-bmtmmi&mzr— ?%B.m-rz> vTRii^f- 

j& L #;^k £ fc fi— WD&mife* = ^ t° a. — * f c^lfr £ -a- 5 "7° p ^ 
7^$r^L/-c 1 b^, 0!lxJ;£ N HI2ioJ:OT3, m 6 *s J; tfE 7 |c 

flE'lft© * y -?<D±%b £ fc (i— U £ = > t° a. — * l^llft £ it 5 -7" n ^ ^ A £- 
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(is 3 <omM<omm) 

&mfflCDWi3 <DmM<DMm<DA Va^f^ylit ->^^A<£>fli/#£r 

HI 9 (C, ;£3§ 0^ tf> Jg 3 <73 mM<DBm ©AVnyf^ ilff •>^fA«/n 

^•^ilff ^^-^^{i. AV3yfy'7Mil3 1 ^ IlOAV^yfV 
^ft^g3 2 t , ^2©AV3>fyy§{fH3 3 IEEE139 
4-^;*/$>ibfllf&£;ft,3 0 J^*d\ HI 9 fete. 7yft34i, — ^3 5*5J; 

^3 6 hm^-r^> e 

£ , Pt-^-f 38t, K c o 3 9 t. t%^k^f£m$i^& 4 0b 

. AKE¥S4U« HF-*Hb^&Mii*P^gJ:4 2 Kcog*37yK 
£f?l4 3^ f-^ls^S4 4^MH/££*L3 0 

Kc o 3 9a>e>tf>»f-SHfc«Kc o£A;ftU f^fc^?£«I# 
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So ^f:^n, fl£^biT5£M{;iffl^3B£-^bitK c o ^Mt5f^ 

MKc oSr^-CAVayf^SrllttfbtSfS-Cifeo-C, fe^SB^^b 
5 6 t":y hOPt^b»Kc o ^ffl^TA V =* >^ >-^^Bf #ft;-f"S 

K c o $L&^& 3 9 fi. Bf -iHfc^© 3 8 /^Sla 3 7^fe©AV = ^T 1 

z> $ v ^ 3 (gffl -r s nt ^rit^m & mvi-t z ^m. t? s> -5 0 

AKEfg!4 1 tt, J&l ©AV^yfy^ffif 3 2 £ (Offi-CKSE • $1 

a s /*5bLfc#£\ * ©f[ i ©av= ^ysfs^t 3 2 ic^ lt, $imm 

Kex (Exchange Key) SraSfrf S^IgrCfcS. SitPJ«(C, AKEfg 
4 1 fi % »2©AV3yf^>SfSSt3 3 t (DWZ&BE • m&Wk*ft?^ 
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Kc o®* = ^VKJCS«:^4 3fct, % 1 O A V = ^ l/V^ngiW 3 2 
:fc«fcL^/Sfcli&2<0AV = >'7 1 i':ygfa3£«3 3^?)©, 2 0?W£J5#f 
$tLS**r«^i«-§-^«l'K c o <7>«&jfgfrr<5 «fc ? fcS^fcSftfc = K&A 

*5j§#S:4 5i < AKEfS4 6^ Bf ^b^fciI£n*£aJ3M& 4 7 t . Kc 
o a t > K^t¥-££ 48t, K c o fEU^S 4 9 <h , B&-SHfc^j£SEtft# 

■So 

AKEfg4 6 fi, AV=f>^>"^i||jf^M3 1 £0)Rg-eSB5E • «t2fifjfe«: 
Kc ofS*^^ KSSfT^S4 8(1, Bff^b^feii*n&WM:4 7(Cj;o 
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= -7>- K^ff-r5^l^l?fcSo K c o^Jfc^^ K3§ff#M£4 8(2 

£ilX3o<9, AKE^g4 6A^O^HKex&A^t5i:ifel^ Kc 
oi*^^^ VWn^WLA 8 75»e><7?HfF#^biiKc o»i^L, 2fc«M»K 
e x iHf^b^K c o <h SrfcP>j5»D*S:^$n-CV^Sga»{cftAU-Clit#-fb 

SS-^?K#©5 l fi, AV^yry7Hfil3 l ;S^Ofl£-§-ffc£*LfcA 
Vnyfy75rA^t5 i: £ K c ofEttW£4 9^t> ©P|F#{k»K c 

Jfc(C N ^2©AV3yfy7$(lii3 3 tt\ E9l^t«fc5t, "T~ # 
i5iH^^5 2i:, AKE^5 3i, K c o ^J&^-r >- K38f?4MS! 5 4 £, 
Kc 5i, Bfr-*M?8lEWlr 5 6a^ifig$n5» 
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3\ *roAV=^f>^8i3 li^»Kex^t5^ 



*tLT*5 9, AKE?t 5 3 ^6«MiK e x ^A*t5 i Hi:, Kc 
MK c o LSStgf 
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2fcl£, I EEE 1 3 9 4'**f± % AV=*>T>VMit^Wi3 l s % 1 (DA . 

3 6lt M2tOAV=3>'7 i >^Sff^g3 ai^OAVa^r^^t 
13 9 o A V = ^ > s ^ iffifS ^ -r A (7>Mjf^ l < ^ 5 { c , ^ T Oife 

AV^^r-vySrltKBt^k^ifeSrffl^Tllf^kL-C I E E E 1 3 9 4'<X 
iCttiJj LXi6<0 , -^(DAV^^TyytDtiitKD^f)^. llOAV^yr 

£t\ }£D#>{^ AV3yfy^llii3 1i57yft3 4i^(?)AV 

3>^^:y^te?mt^b#r£^^v^rBf^t:L I EEE 1 3 9 4/-<x^ttj^ 
-f--5*T-OAV=>>7-^^iiff^M3 1 wSftf^Sri^^-So ft*3, AV^yf 
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7fi, AV3yfyyi|{tli3 i^o7yrt3 4& jl-LtAV3yf 

^t^itti^ Kc o4M3 9i^(D8tfftiKc o 1 ?:A^U 

tt»ffff#{t^fe(cS<5v^Tx .ffiF#ffcttK c o lt-AV=iyfy7^f 

^tt5o /jf*i, Kc o^^©3 9*»fe (Dm^-ikM*. Mflf-SHk^&lc 

bit, j^T-ef±, ^^te^Bt^t^&ittBU^s^Blf^b^^^ 
-t Z^itm* fKco2j iv^? J: ? (cie^Sc i^^>T% nf-JHbli, 

©AVn ^V^CD^^^'lf $g{;±£?I^£tl575S % ^COAV=> Z/ s rl/y<Dfa& 

t5„ BS^k#©3 8asfiJfflt5Kc o£j&3M3:3 9 d»e>©»f #fb« 

Kcollt _hi£Lfccfc 5 1-2 0#S(cMff^ix5^«50<!:i-5o ^Lt, K 
c o&J5fi3Mfc3 9i±, Bf-iHfc»K col^ifO^-f^ VX^M^ Z><Kfrt 
^5tt«ilxt, oddjfclie ven^i±l^t5o tOodditllev 
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^ 44 '^ l*#fl^JH:3 S^^COBf^liK c o 1 -Cflg-5Ht:£*L7tAV 
= >:r>";\ oJOKco (AV^fyy) ^AM5tit)f^ Kco 
4^39H<7)oddSfctteven^U 12110 (a) (C^-TJ; 

Kco (AVnyry7) (D^ y ?CDf£fr{Z. o d d £ fete e v e n £■ 
ftiLTIEEE 1 3 9 4^|^t5 0 110 (a) <±, AVn 

o (b) iz^\,^xiimizmwi-z> 0 

£Bg-§-/fcLT I EEE 1 3 9 4 (CtiUl LTV ^ t # fc, -£tf>i£^^ 
^ 1 A V n ^^^y^iWmm 3 2^©AVnyf ^ £ r ^ 

£T-<DAV=r V^>^^figM3 1 i^l COAV = >^V^^:ff^g3 260 

^ 1 COA V n 7§ftlf 3 2 <DAKE^4 6 li, AV 

3 >ry7«i3l©AKE^4l|^tT, roHES*Srm\ AK 
E^4 6ib^AKE^4 1lt <D3£gO§MiE£tT 9 . ^ 

AKE?S4 1li, AKEfg4 6KiiKex^ 

^ v:7^f =gg 3 2 rist£36l* ^k^^ffl-r 5 Z t -5 
AKE ^ 4 1^58gSE^KcL5t»-8>, AKEfg4 1(t AKEfg 
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4 6 IdSSlftftK e x Srttl^tS r t l±«V\ WToR9!offit± 
, AKEfg4 6fcJ;tJ!AKE^4 1 dSf? 5 B&tefiJtSb-r 5 t <7} t "fSo 
•ett, Sl©AV3Vfyy$fflfil3 20AKE¥S4 6li, 7*—* 
$Ej£#g;4 5 ^LT, AKE^4 1^t,Cf)$iiKex^A*L, Kc 

o isit3M£4 9 ^a^j-t-^o i*-§-fl^tea*pi$aj#!S:4 7kt, av=^ 

3MfeSBtS3M8:5 0(£tfcS;f> UEra^-tt-S. £<b(c, Kc og^n^yKltf* 
J£4 8te, Mllf^b#fe(C^-rSM<7)Bt-§-ft:^K c o lCOS^^ff-T 
5,t9i:, AV^>-^^^^jf^M3 lCKc og#3vyKffif?l!:4 3 

^£l£4 3 ^<b<DM:%T(DW&-%-lkMK col ©l^A^ Lt. ^rc^fll^K c o 
iE*¥l!;4 9i^t5. fc*s, ±il!LfCct9i^ AV=>yfy^lfgg 

3 1 *»P><Z5P&#{t:§iK c o 1 ti±2 0|^fi(C3eSlf$ttSOt?, K c oM^v 
V K3gf?3M£4 8{i, Kc o^^vy K^3M£4 3{^i:5 = -^>- K£r 
2 0#fet;rfTt5'b©tt5„ Kc ol5lftW4 9f±. 

a»£>©2fel$MBK e x K c of|*=f-7> K3§tT3M£4 8 *»£>0>llff#{ttBK 
colOi^ftAU Bt^bHK c o 1 S:^LiSiic-t-S 0 7^*5, (» 1 
) cos e e d©^6!C Ift-^-fbttK c o 1 CDfl&ftA-rSo 

Kco=f(seed,Kex) 
^:LT S AVnyf >-7if^i3 li^OKco (AV^V^V^) CO-"-- 
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y^OW^o d difclie v e nSrttfflU £ ibid, oddtevent 
<D$}QWt>*) LT. AV3yry^IHif3 1^f,©Kco (AV 

, _bi!! Lfc «t 5 odd^eveni (D^D 9 #;b 9 f£ N <Dty V Wt> v ) 

KSTO4 3lt K c o v ^ K3Sff ¥i! 4 8 A> ?> PlF-SHtsttK c 

V&^ikmK c o 1 <£>«£"7*— ^*si£^©4 4 (CbhS^-r^o ^Lt, x — ^<SE 
i£#©4 4tt, 12 1 0 (b) fd^W-J; 0 |C V Kco (AVa>f 

fflLfc^iKc o i©i^, Kco (AV^yryy) £ ttgUtf^piJW 

If^SfflLTn^yKTI EEEl 3 9 4/<XttB^]f5o #*S, HI 1 0 
(b) fi, AV3yr>yij|g|3 1 a^iSHt^ft-Sra-^ ^ K^^fijcUlT 

ftffel-, »t -E-flStfc-^S 5 i fi, AV^yf v^fg if 3 l a»e><£>nt-*Hb 
^jxtAVa^yySrr- ^^^^4 5 ^LTA^tSti tic, K 

c ow&zwla 9*»5><o'>t^b«tK c o 1 m-^-it^mmm^ 5 o^e> 

fcAVnyfy^^Pf^iKc o i-e)i?iL, 3 5 . 

LT, — ^3 5tt, W -^^K^lft 5 1 ^e.«AV^yfy7©^^ 
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i&m-r z> r t tfx~$fj:\,>m 2 ©av^ >x >-y^itmw: 3 3 ^<dav => > 

t£ts s ^o^v^AV^^^.yiltff^ga 1 (DiW(cot^-C(iHI 1 1^7 

£T, f 2<7)AVnyfyygfIgi3 3©AKEf 15 3(±, AV^V 
^^^i*ff^S3 1CAKE?H4 Ud*tLT\ f&IEgjfc&fi 1 ^, AKEf 
I£5 3*5«ttl 5 AKE#S4 1 (i, ^*i^(D^m<DtSliE£rfT 9 (El 1 
O^T^l) 0 -ttf)$V\ AKE#S5 3fi» A V =» ^ ^ 3£« 3 

^*-T5 0 fc, l20AV2yry^ffii3 3(±, tfcflMf-SHfc^ 

^rgr^AtL (Hll l<^^^->^2) , «Ff{bfifcilRfl!:4 0*5«fctW§-fk; 

zMcQmm&mti'tZ) mi \<D^y-??,) „ ^cd^ x ake^4i 

tt, AKEfg5 3(C5^miiKe x£tB2fU AKEfS4 1 iAKEfS 
5 3 <t<Z>M<E>S8EE • ii^fi^T-r^ (011O^f-y^4) 0 &:fb\ 
iKe xl±, ^^t^HtcAV^l/^^'y&f&m^&Z^^Z&^tteZm-C 
hZ> 0 AKEf-g5 3^J;r;AKE^4 1 d*?T SKffitfS&Rfc Lfc# 

3\ AKE?S4 1li < AKE^5 3lCj5jfteKe x ^ttS^ThS i 
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i>t£V\ 7tfcU' ^ "Cfi, £kT<VWim<Dm%L±s AKE#I§:5 3 *S«fct/AK 
-£LT\ AV = V^>^i2§{f^g3 1 -Ctt, Bf ^k^feS^^ 4 0 tfS, 

#iU ^(D^comntt. «f^t:#l!: 3 8 t K c o 3 9 i tia^t 5. 

>fc*5* BS^k^jfea^^® 4 AKE3MJM 1 tAKEfg5 3 i: t^ffi 

!t<©i1f$R<E>='-^>'K&\ 35 1 ^ A V isT mM. 3 2 (D 

AVnyr>7jMii3 1 WBf-SHk^© 3 8 1*. gff3M£3 7 
^f,©AV3yfy7^n t £ K c o4)4fS3 9£>ib<DPf-*§- 

fkfcKc o 2&A^JU S*Bt-^-fk#fe(-S^^T, fl£-5Hk#fKc o 2-CA 
Va^^^SrBf^k-rS. Kco4)tfS3 9ll, Bf ^-fk»K c 

o 2tfSi:"<7}^-f $^^"C«Jt)»^*©^i:V^5fl?*t tto d d^fctte v 
enSrHJAtS, -t Lt, ^— ^^#©4 4 ii % Bf -*Hk3M£ 3 8 cDBf 
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^y) ^Xtiir^t t tic, Kco4l8fll!3 9HCoddJfctteve 
n^rA^U Kco (A V = isy) CD-^y ?<nt£h*\z. o d d *fcfi e v 
e n Srf+J&D LTIEEE1394 s<x lCttt£)1rZ) 0 

fe^s*nf^t:^(c:^ji9#^6i. ff2©Avay7 1 yyS^i3 3 f± 

Oi ^^^2 OAVa^fvygft it3 3 ^AVnyry^^its £ 

$fc-f\ AKEfS5 3l±, AV3yf>7il |£g3 1 OAKEfg4 1 
i^©«ex^ t*— ^<Big^©5 2 ^LTA^ U K c o fEtt^ 
S5 5tcaj^^-^ 0 Sfc, Kcog*3vyK«fffll!5 4ll S*Bf^-ft 
^&{cMJ^-r^H|P^-fkiiK c o 2(7>S^^ff-r'5 «fc 0 Id, AVayf^S- 
ff^MS lCDKc o =i >- KJCSEr^© 4 3 JC^L-T^-^^ KSr3§?TU 

Kco2©i^]LT, ^cOM^Kc offi'te^5 5(Clt±i^-r-5 0 ^Ofjj 
, Kc oiE1t3M£5 5fi, (ifci) M^TJhj£LfcJ;5(;iLT, 
#S8?££ftT^3l»gcfc:. AKEfH5 3^5><7>Xlfe»Ke xi, Kcog 

K3§fr^I&5 4^tf>Bg^fc§tKc o 2©li:^AU »£-5Hfctt 
Kco2S:4fi)ctSEltt5. ttt, AVnyry7Mil3 l^b©K 
co (AV^yfyy) <D^yV<D^^<D o d d *7tf4 e v e n £r^fcti U 
^bic, o d die v eniC^Otlf^^fJISfLt, AV^yry^^f 
=S£M3 lH©Kc o (AV3>fyy) ri« if «7>Bt^b»K c o 2 "Cllt-JNfc 
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c o teit3M£5 5 a»P><£>Bf-^{fc»K c o 2 L> S*Bf ^k#*fe^S<3 

V*T, Bf^^tLfcAV^V^^^^Pt-^fb^K c o 2 U ^ = ^3 

-Oi5l^ AV3^f>7Mgt3 1 ^-AV=J>'7 i >'^(7)Bt^-fb^& 

<5 <fc ? J-ftSd^ -?:^*T : fe£?SH^^-{^fe(c:J;oTBt^k^nfcAV^>'^ 
-Cfi, ^AVnyfv^^itSii^-et/^/j:^ ^:t*fti;, a 

f£^H |£ 1 03AV=J^^ySfS^fi3 2^0AV3yr>"7 

-£tf>£v^S& i (DAV^yry^fff^f 3 2 cd§^(-o i^Tfim l 2 
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flffl&s K c o ®jfc=»^ >- KSStT^MB: 4 8 <h ffiHHfc^iEtt^© 5 0 £ iztii 
£l-t2><, *<D&, KcoI*n-7VKI^4 8fl S*«F#ft;^«fe{-St 
Jt5-t-*B*#^«K c o 2 <Dm&&it -fZ> i 9 A V = ^ V^ff 3£ff 3 
1 OKc of^fca-r:*' K/£^3M3:4 3t?fttTnTy K&3g*?L (01 2© 
7^7*2) „ tea 1 ? V HlC^J^i--5, KcoIt = -7y Kf£:f?Ix4 3 
#»£><DB]HHbiiK c o 2<Dm^:7^t) L"C, ^r<D^|^K c of5tt3M£4 9(£tti 
^-T^o -€rtf>^ Kco!Ef-T-^4 9lt tb tbT^SBflSS:^ 
, AKEf|l[4 6i^©XJMtKexi, K c o = > K3BfT#^ 4 8 
j^£>tf)B£-5Hb:fiK c o 2 <7>«i: SrttA U Hff#{fc«K. c o 2 3r£j& LIBtt-f 
5 (11 2 C^fy^3) o 

^tl^cAV^^^^^^— ^£Si£3M§:4 5 L"CA^1"5 <t K 
c ofEtft^®4 9^e><75»t#'fk«iKc o2h Bf^b^&fet^lS 5 Ofrb 
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